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ABSTRACT

In this article, we investigate the usage of context-aware
replication in mobile environments. We present the prob-
lems that can occur in such situations and show that ex-
isting replication techniques are not well adapted to this
problem. For achieving this replication aspect, we propose
a context-aware replication system that adapts dynamically
the data replication to changes in context informations. We
present an internal and external view of this system and the
expected adaptation.
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1. BACKGROUND AND MOTIVATION

Data replication is a technique that was initially used in
traditional distributed environments to increase data avail-
ability and improve system performance. These environ-
ments are characterized by a fixed infrastructure where the
user uses fixed machines that have sufficient resources and
are permanently connected to the network. These character-
istics are not verified in mobile environments. In this case,
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user devices such as PDAs and mobile phones have limited
capacity in terms of memory space, disk space and proces-
sor capacity. These limitations may prevent the replication
system from creating and placing the replicas on the user
device.

In the mobile environment, the user may also change his
device to access a service. The diversity of devices and con-
sequently the context of use of a service or an application
must be taken into account. Indeed, there is a change in de-
vice capacities such as screen size, storage capacity and bat-
tery power, and its network parameters such as the type and
bandwidth. Thus the mode of application must be adapted
to each context.

In short, mobile environments are characterized by a fre-
quent change in their resources which comes from various
sources such as the nature of the wireless network itself, the
mobility of users and multi-terminal accesses.

This change may influence data replication because the
creation of and access to these data may need a set of re-
sources. For example, confidential data like a credit card
number may not be replicated and exchanged across non-
secure nodes and links. Thus, variation in the level of se-
curity may prevent the user from accessing this data. So, a
traditional system is not able to satisfy the client’s request.
Consequently, to ensure service continuity, the replication
system functionalities like creation, placement, read, write
and consistency operations must be adapted to all variations
in resources that data may need.

In our work, we are interested in this aspect of replication
and we propose a context-aware replication system. This ar-
ticle presents the internal and external architecture of this
system and is organised as follows: Section 2 presents dif-
ferent replication techniques and shows their limitations in
mobile environments. Section 3 presents our replication sys-
tem. Section 4 concludes this article and presents our future
work.

2. RELATED WORK

Several fields of computer science are interested in data
replication techniques. Among these are fault-tolerant ser-
vices, distributed databases, distributed files, content de-
livery networks, distributed objects, and distributed shared
memories. Different solutions for data replication and con-
sistency management are proposed according to the con-
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straints and objectives of each field.

For fault-tolerant services, the appropriate system for achiev-

ing fault tolerance is the group communication system that
is introduced in [2](see also [3]). To ensure fault toler-
ance, the correctness criteria of linearisability and sequen-
tial consistency must be satisfied. Two principal techniques
are proposed in order to satisfy these constraints: passive
replication and active replication [3] [8] [15] [18]. In pas-
sive replication, clients communicate with a primary replica
that propagates update messages to other replicas. In ac-
tive replication, clients communicate by multicast with all
replicas. Other hybrid techniques like semi-active [9] and
semi-passive [4] replication combine the previous techniques.

In the database field, the correctness criterion is one-copy
serialisability [1] which means that an execution of a set of
transactions on a replicated database is equivalent to a serial
execution of these transactions on a non-replicated database.
Several replication strategies are proposed in the literature
to ensure this criterion.  [7] [18] have categorised these
strategies in four classes according to: the update propa-
gation approach and the update ownership approach. The
propagation strategy can either be an eager propagation or a
lazy propagation. In case of eager propagation, updates are
applied to all replicas as part of one atomic transaction. In
the lazy replication, the update messages are asynchronously
propagated to other replicas after the transaction commit.
The ownership strategy can be a master or a group own-
ership. In the former case, updates are first applied to the
primary copy and then to other copies. In the latter case,
any copy can update other replicas. Consequently, we can
distinguish four classes of replication strategies: eager group
replication, eager master replication, lazy group replication,
and lazy master replication.

Some existing systems try to ensure a high data availabil-
ity like Bayou and Coda, but these systems establish a weak
data consistency. Bayou [5] is a mobile database replica-
tion platform on which developers can build collaborative
applications. Bayou adopts a flexible replication strategy
(read any/write any) that allows a user to access the data
from any node. An anti-entropy protocol is used for up-
date propagation between weakly consistent replicas. This
protocol is based on pair-wise communication. Bayou al-
lows the detection and the resolution of update conflicts in
an application-specific manner. In order to do this, depen-
dency checks and merge procedures are used. Coda [12] [3]
is a file system that replicates each file on a group of servers
and manages the network disconnection. This allows a mo-
bile user to work in disconnected mode by accessing a local
cache. The replication strategy that is used in Coda is a
variant of a read-one/write-all approach. Coda also allows
the detection and the resolution of update conflicts by means
of Coda version vector (CVV) and Coda repair tool.

Some previous works on replication consider some envi-
ronment parameters that are related to the system perfor-
mance which may indeed be influenced by the change in
mobile environment resources. For example, the bandwidth
degradation and the change in user location can consider-
ably increase the response time and the network overhead.
Among these studies are [11] [10] that take into account, at
replica placement time, network topology information and
user location in order to reduce the client access latency
and the network overhead. [19] propose a dynamic repli-
cation scheme which is based on users’ mobility schedules,

access behavior and read/write patterns. [16] propose a
generalized framework for replica hosting system that au-
tomatically adapts the replication scheme to variations in
some parameters which are related to the system perfor-
mance and are classified as controllable and uncontrollable
parameters. Controllable parameters are those whose value
can be controlled by the system e.g, the number of repli-
cas and their location. Uncontrollable parameters are those
which cannot be directly controlled by the system like client
request rates and update rates for Web documents. [17]
propose replica creation in mobile devices to allow the oper-
ation in disconnected mode and/or to avoid the use of weak
bandwidth links.

However, these works do not take into account the nature
of data. Indeed, according to its nature, data may need a set
of resources such as network bandwidth and storage space
in order to be replicated. Other environment information
like node security, device type and user activity may also
be essential for replicating or performing any operation on
this data. For example, for the banking application, data is
confidential. That is, to create and place this data, we need
a high security level for nodes and links. The change in some
of this information might not influence the performance of
the system and the previous works cannot therefore provide
a satisfying solution to replication.

This limited context information management has moti-
vated us to study this replication aspect. Thus, we propose a
context-aware replication system, the architecture of which
is presented in the following section.

3. EXPECTED CONTRIBUTION

3.1 Execution context

There are many definitions of context. Among them,
Schilit et al. [13] consider three important aspects of context:
where you are, who you are with, and what resources are
nearby. Context can thus include lighting, network connec-
tivity, communication bandwidth, etc. Dey et al. [6] define
the context as any information that can be used to char-
acterise the situation of an entity. An entity is a person,
place, or object that is considered relevant to the interaction
between a user and an application, including the user and
application themselves.

Context information is first sensed by sensors. Next, it
is handled by a context-aware infrastructure [14] [6] that
provides a high-level context information to an application.
All of these steps are outside the scope of this paper.

In our work, we need two types of context: required con-
text and provided context.

The required context consists of data constraints and user
preferences. According to its nature, data may need a set of
resources like storage space and bandwidth. So, the appli-
cation designer defines a set of constraints that have to be
satisfied in order to create data replicas or perform any op-
eration on these replicas such as read/write operations and
consistency.

The provided context consists of all software properties
such as the operating system and programming language,
hardware properties like available processors and storage
space, and physical environment properties like meeting room
state. This type of context may also include the user profile,
like his location and daily activities.

Our replication system takes into account this information
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and adapts a replication scheme to it.

3.2 Internal view of our replication system

The principal functionalities of a replication system are:
replica creation, replica placement, read /write operation and
replica consistency. Consequently, our system contains three
principal modules: a replica planner, a localisation manager
and a consistency manager as shown in Figure 1.

The replica planner is responsible for the creation and
placement of replicas on nodes. Next, the localisation man-
ager locates replicas for read /write operations and then per-
forms these operations. Finally, the consistency manager
ensures replica consistency by exchanging update messages
after each write operation and resolving update conflicts.

The other modules and the system functionality will be
presented progressively in the following sections.
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Figure 1: Internal view of our replication system

Our replication system takes into account the execution
context and adapts its functionalities to changes in this con-
text. We consider three dimensions of adaptation accord-
ing to the adaptation trigger (adaptation to context vari-
ations, adaptation to system state variations), the adap-
tation moment (adaptation at the application deployment
time i.e, configuration, adaptation at the application run
time i.e, reconfiguration), and the adaptation object (repli-
cation scheme adaptation, replication strategy adaptation).

Thus, we have to deal with the replication scheme and
replication strategy configuration and reconfiguration as shown
in Table 1.

Configuration Reconfiguration
Replication | Replication Replication
scheme scheme configu- | scheme reconfig-
ration uration
Replication | Replication Replication
strategy strategy config- | strategy recon-
uration figuration
Table 1: Adaptation classes

3.2.1 Replication scheme configuration

The replication scheme is represented by three plans: a
placement plan, a localisation plan and a consistency plan.

These plans are provided by the replica planner, the locali-
sation manager and the consistency manager respectively.

The placement plan indicates the placement of each replica
on nodes. Next, the localisation plan indicates for each user
a set of nodes and links where he can reach each replica.
Finally, the consistency plan indicates for each replica a set
of nodes and links where an update can be propagated from
this replica to other replicas.

The replication scheme is provided at the application de-
ployment time according to the current context and the cur-
rent system state. This replication scheme is then stored
in the history. The placement plan is immediately pro-
jected onto the environment. The localisation and consis-
tency plans are used at the read/write time.

3.2.2 Replication scheme reconfiguration

In order to monitor the execution context and the system
state, we propose adaptation trigger modules (Application
Interface, Context Analyser, and System State Monitor).
The application interface and the context analyser detect
the pertinent change in required context information and
provided context information respectively. Next, they store
this change in the required context repository and the pro-
vided context repository. Finally, they notify different mod-
ules (replica planner, localisation manager and consistency
manager) of this change. These latter provide a replication
scheme that is most adapted to the change in context by
modifying their corresponding plans that are stored in the
history. For example, if the bandwidth is decreased, the sys-
tem changes some replica locations in order to avoid the use
of weak bandwidth links.

The basic objective of the replication technique is to im-
prove the performance and to increase the data availability
and consistency. To reach these objectives, our replication
system monitors its own state. This state is represented by
system performance parameters, data availability parame-
ters, and data consistency parameters. For example, the
response time is a parameter characterizing the system per-
formance. Each parameter is measured by a metric. Dif-
ferent parameters are evaluated by the system and stored
in the history. The system state monitor detects the per-
tinent change in these parameters and notifies the replica
planner, localisation manager and consistency manager of
this change. These modules modify the replication scheme
in order to redress the system state. For example, if the
response time increases, the replica planner modifies some
replica locations in order to reduce this parameter.

3.2.3 Replication strategy configuration

Our replication system adapts the replication strategy to
context or system state variations. For example, the system
changes its strategy from a pessimistic strategy to an opti-
mistic one in order to improve the data availability. This
adaptation is based on a set of rules that specify the strat-
egy application conditions. To manage this adaptation, we
propose a strategy manager that ensures system consistency
and implements a new strategy.

The strategy configuration is carried out at the applica-
tion deployment time. Based on the current context and the
current system state, the strategy manager chooses the most
adapted replication strategy and implements it in the replica
planner, localisation manager, and consistency manager.

3.2.4 Replication strategy reconfiguration
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The replication strategy reconfiguration is carried out at
application run time. After receiving the notification from

the adaptation trigger modules, the strategy manager chooses

the adapted strategy, ensures the system consistency and
implements this strategy in some or all modules (replica
planner, localisation manager, and consistency manager).

3.2.5 Adaptation Process

To summarize, at the application deployment time, the
current context and system state are analysed by adapta-
tion trigger modules. Based on this analysis, the strategy
manager chooses the most adapted replication strategy and
implements it in the replica planner, localisation manager,
and consistency manager. Then these modules provide a
replication scheme that is adapted to this context as shown

in Figure 2.
application launching
context and system
analysis
replication strategy
choice
replication scheme
generation
context and system state
monitoring
v v

change is pertinent change is pertinent
for a data for a strategy

{ strategy modification }—

Figure 2: Adaptation process
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At the application run time, adaptation trigger modules
monitor context information and system state parameters
and detect the pertinent change in this information. If this
change is pertinent for a replication strategy then these mod-
ules notify the strategy manager.Otherwise, if it is pertinent
for data then trigger modules notify the replicas planner, lo-
calisation manager and consistency manager. In the former
case, the strategy manager chooses the replication strategy
that is adapted to new information and ensures the system
consistency. In the latter case, the replica planner, localisa-
tion manager and consistency manager modify their plans
that are stored in the history.

3.3 External view of our replication system

Our replication system interacts with the application in
order to communicate data to be replicated and their re-
source constraints as shown in Figure 3. It also interacts
with the execution environment in order to collect its re-

sources and to project the replication scheme onto this en-
vironment.

user
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RP : Replica Planner

LM : Localization Manager
CM : Consistency Manager
SM : Strategy Manager

Figure 3: External view of the replication system

These interactions are carried out according to a set of
formats (meta-models) that are defined by the system de-
signer.

First, the application designer must define and describe
the data to be replicated. This description allows the ap-
plication to treat the data and to communicate them to the
replication system. This latter can be based on a standard
data format like object and component data, or a specific
format that describes the data structure.

The application designer must also describe the data con-
straints before communicating them to the replication sys-
tem. This description is carried out according to a well
defined format that specifies the manner in which different
replication system modules can understand data constraint
semantics. This format is defined by the system designer
and represents a meta-model for the required context de-
scription.

Provided context information must also be described in
order to exchange and analyse them. This description is
based on a meta-model for the provided context description.

Replication strategies and their corresponding rules have
to be described in order to adapt them to execution context
and system state variations.

Finally, the replication scheme also has to be described in
order to apply the replication strategy that is based on this
scheme.

4. FUTUREWORKAND CONCLUDING RE-
MARKS

We have presented in this article the architecture of our
replication system. This architecture comprises of four prin-
cipal components for adapting data replication and consis-
tency to the context: for adapting the replication strategy,
the replica placement, read/write operations, and the data
consistency. Each component is based on context informa-
tion and system state parameters in order to choose the
replication strategy or generate the corresponding plan. In
this paper, we have identified the necessary meta-models to
carry out the different interactions of our system: the meta-
model for the description of data, strategy and context. We
have also identified necessary adaptation classes. Our repli-
cation system allows the adaptation and the reconfiguration
of the replication scheme and strategy.

Our future work involves in defining each element men-
tioned above. That is, we have to define each meta-model,
system module and adaptation approach.
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